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Side-channel Attacks

◼ IoT devices (smart cards, mobile phones, etc.) execute crypto 

algorithms/protocols to protect increasingly sensitive data

◼ Physical access(timing, power, EM, etc.) by malicious user 

enables the threat of side-channel attacks

From “Introduction to Side Channel Analysis” by 

Elisabeth Oswald, 2007
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Side-channel Attacks

◼ IoT devices (smart cards, mobile phones, etc.) execute crypto 

algorithms/protocols to protect increasingly sensitive data

◼ Physical access (timing, power, EM, etc.) of cryptography 

implementations enables the threat of side-channel attacks

Side-channel 

attacks
Crypto-analysis 

attacks

From “Introduction to Side Channel Analysis” by 

Elisabeth Oswald, 2007
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Correlation Power/EM Analysis

◼ CPA/CEMA attacks steps:

1. Acquire power/EM traces during crypto core running

2. Select attack target, build power model and generate hypothesis

3. Calculate correlation between trace(T) and hypothesis(H): ρ(T,H)

4. The key guess with highest correlation reveals the secret key
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Counteraction of Side-Channel Attacks

design-specific design-reusable design-adaptive

machine learning based on-chip 
targeted power compensation

➔ this work

crypto core

OR AND

VDD

dual-rail logic (WDDL)
e.g. [1]-[2]

regulator + current 
equalization/randomization

e.g. [4]-[10]

VDD

on-chip power compensation

crypto 
core

model

comp.

on-chip power model

crypto core

signature 
attenuation

compensates overall 
power (large-signal) 

non-upgradable programmable & upgradable  

compensates only info. sensitive 
(small-signal) signature 
(low overhead)

(hardware API)  (hardware patch)  

high overhead

non-upgradable



13 of 64

Counteraction of Side-Channel Attacks

design-specific design-reusable design-adaptive

machine learning based on-chip 
targeted power compensation

➔ this work

crypto core

OR AND

VDD

dual-rail logic (WDDL)
e.g. [1]-[2]

regulator + current 
equalization/randomization

e.g. [4]-[10]

VDD

on-chip power compensation

crypto 
core

model

comp.

on-chip power model

crypto core

signature 
attenuation

compensates overall 
power (large-signal) 

non-upgradable programmable & upgradable  

compensates only info. sensitive 
(small-signal) signature 
(low overhead)

(hardware API)  (hardware patch)  

high overhead

non-upgradable



14 of 64

Counteraction of Side-Channel Attacks

design-specific design-reusable design-adaptive

machine learning based on-chip 
targeted power compensation

➔ this work

crypto core

OR AND

VDD

dual-rail logic (WDDL)
e.g. [1]-[2]

regulator + current 
equalization/randomization

e.g. [4]-[10]

VDD

on-chip power compensation

crypto 
core

model

comp.

on-chip power model

crypto core

signature 
attenuation

compensates overall 
power (large-signal) 

non-upgradable programmable & upgradable  

compensates only info. sensitive 
(small-signal) signature 
(low overhead)

(hardware API)  (hardware patch)  

high overhead

non-upgradable



15 of 64

Counteraction of Side-Channel Attacks

design-specific design-reusable design-adaptive

machine learning based on-chip 
targeted power compensation

➔ this work

crypto core

OR AND

VDD

dual-rail logic (WDDL)
e.g. [1]-[2]

regulator + current 
equalization/randomization

e.g. [4]-[10]

VDD

on-chip power compensation

crypto 
core

model

comp.

on-chip power model

crypto core

signature 
attenuation

compensates overall 
power (large-signal) 

non-upgradable programmable & upgradable  

compensates only info. sensitive 
(small-signal) signature 
(low overhead)

(hardware API)  (hardware patch)  

high overhead

non-upgradable



16 of 64

Counteraction of Side-Channel Attacks

design-specific design-reusable design-adaptive

machine learning based on-chip 
targeted power compensation

➔ this work

crypto core

OR AND

VDD

dual-rail logic (WDDL)
e.g. [1]-[2]

regulator + current 
equalization/randomization

e.g. [4]-[10]

VDD

on-chip power compensation

crypto 
core

model

comp.

on-chip power model

crypto core

signature 
attenuation

compensates overall 
power (large-signal) 

non-upgradable programmable & upgradable  

compensates only info. sensitive 
(small-signal) signature 
(low overhead)

(hardware API)  (hardware patch)  

high overhead

non-upgradable



17 of 64

Outline

I. Background

II. State-of-the-Art

III. Proposed System Architecture & Circuit

IV. Machine Learning-based Power Estimation

V. Measurement Results

⚫ AES-128

⚫ PRESENT-80

VI. Conclusion



18 of 64

Proposed System Architecture
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◼ Approach: use modelling capabilities of machine learning (ML) to 

compensate information-sensitive power contributions

◼ Design-adaptive due to flexibility of ML model (weights updating)
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Proposed System Architecture

fully automated digital design flow 
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Feature Extraction Unit

◼ Extract intermediate signals from crypto core 

◼ Configurable signals/rounds(MUX/clk. gating) 

◼ Send selected signals to HD/HW blocks
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◼ Machine learning model: linear regression

◼ Fixed point MAC operations (low implementation cost)

Power Estimation Unit
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Power Compensation Unit

◼ 10-bit power DAC 

⚫ 10 binary-scaled gate clusters (210 levels) 

⚫ 7 redundant LSBs for fine tuning

◼ Stdcell implementation

⚫ Drawing energy tracking across PVT

⚫ Automated P&R
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Machine Learning-based Power Estimation

◼ Information leakage from overall energy includes protected 

crypto core, machine learning unit and power compensation unit 

◼ Machine learning iterative training strategy for full protection 
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Machine Learning Iterative Training Strategy

◼ Step 1: Collect power traces from initialized 

machine learning model
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Machine Learning Iterative Training Strategy (cont.)

◼ Step 2: Throughout CPA attacks to find info-

sensitive samples

◼ Step 3: Extract info-sensitive energy (ML output)
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Machine Learning Iterative Training Strategy (cont.)
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◼ Step 4: Offline-training for new ML parameters 

and update hardware patch

◼ Step 5: Retrain until MTD requirement is met
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Machine Learning Iterative Training Strategy (cont.)
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Machine Learning Iterative Training Strategy (cont.)
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Machine Learning Iterative Training

◼ MTD with machine learning training iterations

⚫ MTD monotonically increases with the number of training iterations (5/6 

iterations of training to achieve >1.2B MTD for PRESENT/ AES)

⚫ A larger number of training iterations allows to better protection

>1.2B >1.2B
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Test Chip & PCB
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Measurement Setup & Diagram
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CPA/CEMA on Unprotected/Protected AES

◼ Minimum Trace to Disclose (MTD)

⚫ >1.2B (>120,000X) for CPA

⚫ >1.2B (>60,000X) for CEMA
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◼ Minimum Trace to Disclose (MTD)
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CPA/CEMA on Unprotected/Protected AES

◼ Test Vector Leakage Assessment (TVLA)

(|T|-value = 4.5; Specific/Fixed-Versus-Random)

⚫ TVLA-MTD = 750M (937,500X) for CPA

⚫ TVLA-MTD = 250M (277,780X) for CEMA
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Conventional/Newly-found Vulnerability of PRESENT

◼ CPA/CEMA on PRESENT-80

⚫ Conventional attacks at PRESENT 

first round (“Hardware API”)

⚫ Newly found vulnerability at 

PRESENT last round permutation 

structure (“Hardware Patch”)
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Conventional/Newly-found Vulnerability of PRESENT

◼ CPA/CEMA on PRESENT-80
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CPA/CEMA on Unprotected/Protected PRESENT

◼ MTD for conventional attacks

⚫ >1.2B (>240,000X) for CPA

⚫ >1.2B (>171,000X) for CEMA
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CPA/CEMA on Unprotected/Protected PRESENT

◼ MTD for conventional attacks
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CPA/CEMA on Unprotected/Protected PRESENT

◼ MTD for newly found attacks

⚫ >1.2B (>150,000X) for CPA

⚫ >1.2B (>100,000X) for CEMA
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CPA/CEMA on Unprotected/Protected PRESENT

◼ MTD for newly found attacks

⚫ >1.2B (>150,000X) for CPA

⚫ >1.2B (>100,000X) for CEMA
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CPA/CEMA on Unprotected/Protected PRESENT

◼ Test Vector Leakage Assessment (TVLA)

⚫ TVLA-MTD = 250M (357,140X) for CPA

⚫ TVLA-MTD = 100M (125,000X) for CEMA
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Comparison with State-of-the-Art
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Comparison with State-of-the-Art
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Comparison with State-of-the-Art
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Comparison with State-of-the-Art (cont.)
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Comparison with State-of-the-Art (cont.)
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Comparison with State-of-the-Art (cont.)
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Conclusion
◼ Machine learning based design-adaptive counteraction of side-

channel attacks: 

⚫ Enables hardware patch with post-silicon upgrade-ability 

over time by machine learning retraining (PRESENT 

conventional/new attacks) 

⚫ Programmable hardware security API for reuse across 

ciphers (AES/PRESENT)

⚫ Info-sensitive energy targeted compensation with low 

power overhead (8.6%)

⚫ Achieve >1.2B MTD (>60,000X) against CPA/CEMA attacks
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