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Side-channel Attacks

B |oT devices (smart cards, mobile phones, etc.) execute crypto

algorithms/protocols to protect increasingly sensitive data
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Side-channel Attacks
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B Physical access (timing, power, EM, etc.) of cryptography

implementations enables the threat of side-channel attacks
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Correlation Power/EM Analysis
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Correlation Power/EM Analysis
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Correlation Power/EM Analysis
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B CPA/CEMA attacks steps:

2. Select attack target, build power model and generate hypothesis
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Correlation Power/EM Analysis
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3. Calculate correlation between trace(T) and hypothesis(H): p(T,H)
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Correlation Power/EM Analysis
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4. The key guess with highest correlation reveals the secret key
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Counteraction of Side-Channel Attacks
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Proposed System Architecture

ML configuration & controller
round

no. feature ML calibration
configurations parameters parameters

el power

feature power

extractor estimator compen-

sator

B Approach: use modelling capabilities of machine learning (ML) to

compensate information-sensitive power contributions

B Design-adaptive due to flexibility of ML model (weights updating)
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Proposed System Architecture
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Feature Extraction Unit

feature extractor

HW_enable
signal select clock gating ctrls HD_enable
4
—r—»] MUX registers v

&

round
no- 3 ;'eaturteions I paramléters I ;::'Lb;\ftigps
crvoto b configural 2 v
yp Jinternal ML cgwgr ower
core Slgf"ali feature [features power p(CP) p
7> +—> . 7—>] compen-
extractor estimator
sator

ML configuration & controller

B Extract intermediate signals from crypto core
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Feature Extraction Unit
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Feature Extraction Unit
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Feature Extraction Unit
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Power Estimation Unit
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Power Estimation Unit
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Power Compensation Unit
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Power Compensation Unit

B 10-bit power DAC
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Power Compensation Unit

B 10-bit power DAC

® 7/ redundant LSBs for fine tuning
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Power Compensation Unit

B Stdcell implementation

® Drawing energy tracking across PVT

® Automated P&R
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Machine Learning-based Power Estimation

ML configuration & controller
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B [nformation leakage from overall energy includes protected

crypto core, machine learning unit and power compensation unit

B Machine learning iterative training strategy for full protection
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Machine Learning Iterative Training Strategy

B Step 1: Collect power traces from initialized RETRAINING FLOW CHART
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Machine Learning Iterative Training Strategy (cont.)

B Step 2: Throughout CPA attacks to find info- RETRAINING FLOW CHART
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Machine Learning Iterative Training Strategy (cont.)

B Step 2: Throughout CPA attacks to find info-
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Machine Learning Iterative Training Strategy (cont.)

B Step 4: Offline-training for new ML parameters RETRAINING FLOW CHART
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Machine Learning Iterative Training Strategy (cont.)

RETRAINING FLOW CHART
/ initialize ML- /
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Machine Learning Iterative Training

B MTD with machine learning training iterations

® MTD monotonically increases with the number of training iterations (5/6
iterations of training to achieve >1.2B MTD for PRESENT/ AES)

® Alarger number of training iterations allows to better protection

MEASURED MTD VS. RETRAINING ITERATIONS

9 >].

10° L —=— pRESENT 128y >1.28
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S 10’
9 MTD > 1.2 billion
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€

10°
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number of iterations
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Test Chip & PCB

Chip micrograph PCB for test chip
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Measurement Setup & Diagram
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Outline

V. Measurement Results
® AES-128
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CPA/CEMA on Unprotected/Protected AES
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CPA/CEMA on Unprotected/Protected AES
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CPA/CEMA on Unprotected/Protected AES
B Test Vector Leakage Assessment (TVLA)
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Outline

V. Measurement Results

® PRESENT-80
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Conventional/Newly-found Vulnerability of PRESENT

B CPA/CEMA on PRESENT-80
® Conventional attacks at PRESENT
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Conventional/Newly-found Vulnerability of PRESENT

B CPA/CEMA on PRESENT-80
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CPA/CEMA on Unprotected/Protected PRESENT
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CPA/CEMA on Unprotected/Protected PRESENT
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CPA/CEMA on Unprotected/Protected PRESENT

B MTD for newly found attacks §| (et )
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CPA/CEMA on Unprotected/Protected PRESENT

B MTD for newly found attacks
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CPA/CEMA on Unprotected/Protected PRESENT

B Test Vector Leakage Assessment (TVLA)
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Comparison with State-of-the-Art

This work ISSCC’21 ISSCC’20 ISSCC’20 VLSI20 JSSC'20 ISSCC19 ISSCC17 ISSCC’09 JSSC06
[10] 6] [8] [7] [3] [6] [5] [4] 2]
counteraction 0| ~ run-time on-chip | dgtal current | edge - chasing | digital NL -LDO|  mL.HD digital LDO buck regulator swdched WDDL
technique ML-based | signature signature quantizer randomization | redistibution | randomization | LFSR PWM capacitor (dual - rail
attenuation | attenuation |  digital LDO current equalizer logic )
I )
0 _ . .
xibili . . esign - esign - esign - esign - esign - esign - esign - esign - esign -
flexibility & T A bg desi desi desi d desi desi desi d d
upgradeability (| g p) reusable © reusable © reusable °© reusable © specific © reusable © reusable © reusable © specific ©
CMOS 40nm 65nm 65nm 65nm 14nm 28nm 130nm 130nm 130nm 180nm
process
area 69% * 52% 36.7% 27.5% 8% 36% 36.9% 1% 7.2% 300%
overhead
power 8.6% 50% 49 8% 19.4% 10% 32% 32% 5% 33% 400%
overhead ) (exclude IVR)
3.33%
throughput 0% 0% 0% 4.54% 0.7% 0% 104% ’ 50% 25%
loss (exclude IVR)
standard cell YES
based YES YES NO NO NO YES NO NO NO (custom
std-cell)
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Comparison with State-of-the-Art

This work ISSCC’21 ISSCC’20 ISSCC’20 VLSI20 JSSC'20 ISSCC™19 ISSCC17 ISSCC’09 JSSC'06
[10] [9] [6] [7] [3] [6] [5] [4] 2]
i . i o i - switched
counteraction | run-time on-chip .dlglial _curn:nt edge ci[hasmg digital N'_- !—DO ML-HD digital LDO buck regulator canacitor WDDL _
technique ML - based signature signature quantizer randomization | redistribution | randomization | LFSR PWM pacitor (dual - rail
attenuation | attenuation |  digital LDO current equalizer logic )
ﬂBXIbIh’[y.(?.u design-adaptive ® design design design design de5|.g.n design design esign deSIgp
upgradeability reusable © reusable © reusable °© reusable © specific © reusable © reusable © reusable © specific ©
CMOS 40nm 65nm 65nm 65nm 14nm 28nm 130nm 130nm 130nm 180nm
process
area
69% = 52% 36.7% 27.5% 8% 36% 36.9% 1% 7.2% 300%
overhead
? | s s s %
0
power [ 8.6% ) 50% 49 8% 19.4% 10% 32% 32% S 33% 400%
overhead | ' I (exclude IVR)
0
throughput I | 3.33%
0 0% 0 0% 0% 4.54% 0.7% 0% 104% 50% 25%
loss (exclude IVR)
q J
—
standard cell YES
based YES YES NO NO NO YES NO NO NO (custom
std-cell)
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Comparison with State-of-the-Art

This work ISSCC’21 ISSCC’20 ISSCC’20 VLSI'20 JSSC'20 ISSCC19 ISSCC'17 ISSCC09 JSSC'06
[10] [ (8] [7] [3] [6] [5] [4] 2]
counteracion | run-time onechip | 491 current | edge - chasing | digital NL -LDO| - Hp digital LDO | buck regulator switched WDDL
technique ML - based signature signature quantizer randomization | redistribution | randomization | LFSR PWM capacitor (dual - rail
attenuation | attenuation |  digital LDO current equalizer logic )
flexibility & | o - ada ptive b design - design - design - design - design - design - design - design - design -
upgradeability g reusable © reusable © reusable °© reusable © specific © reusable © reusable © reusable © specific ©
CMOS 40nm 65nm 65nm 65nm 14nm 28nm 130nm 130nm 130nm 180nm
process
area 69% * 52% 36.7% 27.5% 8% 36% 36.9% 1% 7.2% 300%
overhead
power 8.6% 90% 49 8% 19.4% 10% 32% 32% % 33% 400%
overhead ) (exclude IVR)
3.33%
throughput 0% 0% 0% 4.54% 0.7% 0% 104% X 50% 25%
loss (exclude IVR)
L —— g — o ——
q )
standard cell ! ) YES
based 0 = ) YES NO NO NO YES NO NO NO (custom
g 0 std - cell)
% ) el ) ) ) é
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Comparison with State-of-the-Art (cont.)

e work 1SSCC21 | 1sscc20]  1sscc20 VLSI'20 JSSC'20 1SSCC'19 1SSCC'17 1SSCC'09 JSSC'06
P — [10] 9 [8] 7 [3] [6] [9] [4] 2
cypto | AES 1 AES AES AES AES AES AES AES AES AES
algorithm | PRESENT }
] >1258() | >1B(P)
Vi IR . >TM >1B s | O >0 >10M 255K
>1.2B | 1 95B(EM) >1B(EM) BM(EM)
AES/PRESENT | >178,570X | >125,000X 3570
MTD >120,000X (P) (P) (P -AES)
o ement | >150.000X(P) 14.000X >100,000X 446X >20X >1667X 120X
mp >60,000X >138,890 | >83,333X 2182X
>100,000X(EM) (EM) (EM) (S-AES)
AES/PRESENT |  216M P) 22500
TVLA 750M/250M(P) 3.6M (EM) N.A. N.A. (P & EM) not used not used N.A. not used not used
250M /100M(EM)
AES/PRESENT
937,500X
. TVIA 357.140x(P) | 220000X(P) | A NA. >250,000% | 4 sed not used NA. not used not used
improvement 277 780X 70,000X(EM) (P & EM)
125,000X (EM)
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Comparison with State-of-the-Art (cont.)

e ok Isscc21 | Isscc20|  1sscc20 VLSI20 JSsC20 | 1sscc9 1SSCC'17 1SSCC09 JSSC06
[10] [9 [8] [7] [3] [6] [9] [4] 2
al;g’rﬁtﬁm PRAI;ESSENT AES AES AES AES AES AES AES AES AES
* ?::::%
>1.258(F) | >1B(P)
MTD ]7 PR‘EESSE;;'E?ZB s; STM >1B 1.5M SSSTA(PE)M >100K >10M 255K
, 2B} 125BEM) >1B(EM) BM(EM)
1 U
| AESIPRESENT | >178,570X | »125,000X
) ) 3579X
MTD >120,000X (P) (P) (P -AES)
L et ) 5150,000X(P) 14,000X >100,000X 446X 520X >1667X 120X
mp ) >60,000X ) 5138800 | >83,333X 2182X
| >100,000X(EM) A; (EM) (EM) (S-AES)
AES/PRESENT |  216M ) -+ 250M
TVLA 750M/250M(P) 3.6M (EM) N.A. N.A. not used not used N.A. not used not used
250M /100M(EM) (P &EM)
AES/PRESENT
937,500X
TVLA * 290,000X(P) >250,000X
improvement 32:{,71;%( )((P) 70,000X(EM) N.A. N.A. (P & EM) not used not used N.A. not used not used
125,000X (EM)
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Comparison with State-of-the-Art (cont.)

e work 1SSCC21 | 1sscc20]  1sscc20 VLSI'20 JSSC'20 1SSCC'19 1SSCC'17 1SSCC'09 JSSC'06
[10] 9 [8] 7 [3] [6] 9] [4] 2
al;g’rﬁtﬁm PRAI;ESSENT AES AES AES AES AES AES AES AES AES
>1258() | >1B(P)
MTD PRﬁSE;;E?zs STM >1B 1.5M 688“&(?“” 100K >10M 255K
2B | ,125B(EM) >1B(EM) BM(EM)
AES/PRESENT | >178,570X | >125,000X 3570
wro | 2 (P) (P) (P -AES)
morovement | >190.000X(P) 14.000X >100,000X 446X >20X >1667X 120X
>60,000X >138,890 | >83,333X 2182X
>100,000X(EM) (EM) (EM) (S-AES)
| AES/PRESENT ; 21.6M P) 2250
TVLA ] 750M/250M(P) 36M (EM N.A. N.A. not used not used N.A. not used not used
(EM)
250M /100M(EM) % (P &EM)
)
) AES/PRESENT %
] 937.500X
VA g7 qaox(py D 20000X(P) | NA. >250,000% | 4 sed not used NA not used not used
improvement ) 277 780X ]Y0,000X(EM) (P & EM)
] 125,000X (EM) |
\ Aé?
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Outline

VI. Conclusion
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Conclusion

B Machine learning based design-adaptive counteraction of side-

channel attacks: p

retraining (fix)

® Enables hardware patch with post-silicon upgrade-ability Q Q

zero-da o
vulnerabiﬁty » time

new attack found

over time by machine learning retraining (PRESENT

conventional/new attacks)
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Conclusion

B Machine learning based design-adaptive counteraction of side-

channel attacks:

Programmable hardware security API for reuse across
ciphers (AES/PRESENT)

-

reuse on
same chip

reuse on different)
chips/products

AES

PRESENT je e @

I AES I IPRESENTI

| comp.] 11| comp.|

model & comp. |

|model | | model |

{protected cycles/features/parameters}
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Conclusion

B Machine learning based design-adaptive counteraction of side-

channel attacks:

Info-sensitive energy targeted compensation with low

power overhead (8.6%)

f correlation peaks h
corr. (info-sensitive)
ML g :
power
model =T N
comp power

power

compensation

e I(in[o-sensitive)
[ sator = time )
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Conclusion

B Machine learning based design-adaptive counteraction of side-

channel attacks:

Enables hardware patch with post-silicon upgrade-ability
over time by machine learning retraining (PRESENT

conventional/new attacks)

Programmable hardware security API for reuse across
ciphers (AES/PRESENT)

Info-sensitive energy targeted compensation with low

power overhead (8.6%)

Achieve >1.2B MTD (>60,000X) against CPA/CEMA attacks

retraining (fix)
zero-da

vulnerabiﬁty : » time

new attack found

a o Y
reuse on reuse on different

same chip chips/products

AES]|PRESENT e e ¢ I AES I IPRESENTI

| comp.] 11| comp.|

3
model & comp. | [model] | |[model]

{protected cycles/features/parameters}
. J

f correlation peaks )
corr. (info-sensitive)
ML T | :
power
model =T N
comp power

compensation

power ‘¢ ' (info-sensitive)
compen-mj || I ) .
L sator A
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